CENTRACOMM

Managed Backup MX

CentraSECURE Backup MX acts as a backup storage
location that receives all incoming e-mails when primary
mail servers are unreachable. When the service to the
email servers have been restored, our CentraSECURE
Backup MX service will redeliver emails to the primary
mail servers transparently and automatically.

What’s the solution?

CentraSECURE Smart Relay
An intelligent high performance backup MX gateway that
provides a secondary, off-site mail server(s) (commonly
called "store and forward") to store your email in the
event your primary mail server is offline for any reason.

These services are provided out of CentraComm’s two
carrier class data centers, each with N+1 redundancy for
all mission critical systems.

Why CentraComm and CentraSECURE
Backup MX?

Business Continuity - Enterprises better ensure that
their mail is always available for their employees, custom-
ers, and business partners. Provides an incoming mail
delivery location in the event of a disaster and assur-
ances that no messages are ever lost. Provides added
compliance to Sarbanes-Oxley, HIPPA, Gramm-Leach-
Bliley Act, and other legislation for business continuity.

The CentraComm Network — Our all IP network and
dual data centers were engineered from the ground up
for the ultimate in reliability and performance featuring:

e Dedicated, Self-Healing, OC-X SONET Ring Con-
nectivity to Multiple Providers

¢ Climate-Controlled (Temperature, Humidity, and
Airborne Particles) Environment

e Dual Waterless, FM-200, Fire-Suppression Systems

¢ Natural Gas and Diesel Generators with Automatic
Failover

¢ Always On High Capacity Uninterruptible Power
Supplies (UPS) with Surge Suppression

e Biometric Security

Service Level Commitment — We put our commitments
in writing and provide you credits if for any reason we fail
to honor them.

Product Specifications

Always Available MX Record Hosting

¢ Industry Leading Service Level Agreement — In-
cludes 24x7x365 engineer access within 15 min-
utes.

e Geographic Diversity for Mail Delivery — Senders
Never Receive Undeliverable Messages

e Connected by CentraComm'’s Tier-One N+1 Redun-
dant IP network with peering to SAVVIS (Chicago),
AT&T (Cleveland, Indianapolis, Detroit).

Address Authentication Available
¢ Authentication of E-Mail addresses before delivery
available via LDAP, SMTP Auth/Verify, static list
e [PSec VPN Tunneling for Authentication Supported

Installs in front of ANY email server
Complete network-level security with full RBL support

and robust protection against DoS, scan and dictionary
attacks
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