
   

 

 
 
 
 
 

 

Overview  
CentraSECURE Managed IDP allows you to focus on your core business, while outsourcing this important network secu-
rity service, allowing you to effectively manage organizational resources.  CentraSECURE will reduce your security inci-
dent, infrastructure and IT personnel costs while increasing your overall security through proven process, systems and 
experts.  
 
Our engineers are tested and carry the latest and highest level certifications for the solutions that we recommend. Addi-
tionally, rather than having to contend with the frustration of working with inexperienced Level 1 support personnel, you 
always receive access 24/7 to individuals who understand your exact issue and know you and your network. 
 
Why CentraSECURE Management? 
The CentraComm CentraSECURE Management of NetScreen IDP sensors are comprised of two components. First, 
CentraComm provides a secure and mission critical facility with dedicated and redundant hardware for each customer to 
facilitate the management and reporting of the IDP sensors. Second, CentraComm’s team of certified engineers review 
the real-time events and provide the necessary day-to-day management functions.  
 
Expert Coverage on a 24/7/365 Basis 
With the CentraSECURE Managed IDP service our team of certified and expert network security engineers provides 
24x7x365 security event monitoring and proactive management. Within 15-minutes of a critical Network Attack, you will 
be notified from a representative of CentraComm’s support team.  Upon notice that an attack has begun, our team will 
immediately take the appropriate action to prevent the attack and begin to deter the offender(s) and will work in coopera-
tion with 3rd party Civil or Governmental Agencies to prosecute guilty parties.  
 
Additionally CentraComm’s team of certified engineers also consistently performing the following management functions: 
 Hardware (Firmware) and Software Updating of All Components including Major Revisions 
 Application of Daily Signature Updates 
 Monitoring and Alerting of Network Up/Down/Problem Status 
 
Configuration Management 
Installation of initial internal and external security policies, maintenance of backup configuration files for disaster recov-
ery, and an overview of implemented policies. 
 
Flexible Co-Management Ability 
The CentraSECURE Managed IDP Service is flexible and customizable to our customers needs. CentraComm can man-
age the IDP service entirely or provide management hand-in-hand with your internal IT staff. CentraComm provides an 
intuitive graphical user interface, which includes an integrated policy editor, log viewer and traffic session viewer, avail-
able for management of the IDP sensors. This integrated approach allows the administrator to control and manage multi-
ple sensors across the enterprise in an efficient and cost-effective manner. And since all management activities can be 
accessed remotely, using a single security policy, administrators can quickly change security policies and investigate 
security incidents. 
 
Turn-Key Dedicated Management Servers 
CentraComm provides dedicated Juniper IDP management servers for every managed IDP customer hosted at one of 
our two N+1 redundant mission-critical datacenters. Customers don’t have to manage or maintain a Red Hat Linux in-
stallation for the management server function and can rest assured that their servers are proactively managed and kept 
up to date with security patches and are backed up, physically secure, and highly available. 
 
Performance and Reporting 
Powerful real-time and historical reporting capabilities to gain insight into usage trends, performance baselines and secu-
rity events and analysis. Scheduled Monthly or Quarterly review meetings to meet auditor requirements.  
 

Service Level Agreements 
Trackable SLA’s for hardware failures, network attacks, and IDP performance.   

Managed Intrusion 
Prevention 
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Plati-
num Gold Silver 

Security Management 

Real Time (Daily) analysis, monitoring and alerting of security events (Critical, Major, Minor, Low, Info) All Events Critical Only   

Trending and event correlation All Events Critical Only   

Reviews with internal staff Monthly Quarterly   

IDP and event consultation and resolution Unlimited 5 hours 
$250/

hr 

Security Service Level agreement Custom x x 

Updating of security policies and Juniper attack objects Daily Weekly   

Escalation of events to third party authorities x x   

Co - management option x x x 

Hosted Management Server 
Dedicated management server hosted at CentraComm's Security Operations Center x x x 

Management server maintenance - backup/change control of IDP policies x x x 

Management server configuration, security/hardware/software updates x x x 

Proactive Status Monitoring 

24 x 7 x 365 (Up / down / problem) of IDP sensor and management server x x x 

Non‐Critical Change Request  4 Hours  Credit: 1‐Day 

Uptime  100% Goal  Credit: 1‐Week 

Major Network Attack  Notify Within 15 Minutes, Escalation if Necessary  Credit: 1‐Week 

Operations Outage  4‐Hour Response  Credit: 2‐Weeks 

Hardware Failure  Overnight Replacement with Configuration, 4‐Hour Onsite Workaround  Credit: 1‐Month 

Actual Network Breach  Escalation & Cooperation with 3rd Party Civil or Governmental Agency  Credit: 1‐Month 

CentraComm Service Level Agreement 

CentraComm IDP Management Tiers 



<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



