CENTRACOMM

Securing your IT assets from the constant barrage of
infectious viruses, worms and Trojans, along with, offen-
sive bandwidth-hungry spam is no easy task. Desktop
methods still allow these harmful messages into your
network resulting in reduced productivity, decreased
network capacity, increased pressure on IT staff, and
enhanced legal exposure. To date, CentraComm has
blocked over eight Billion SPAM for our customers.

What’s the solution?

CentraSECURE Smart Relay
An intelligent high performance gateway that stops
SPAM and viruses cold, 24 X 7 — hosted in Centra-
Comm's carrier-class datacenter - in front of ANY mail
server.

CentraSECURE Smart Relay's advanced multi-layered
technology relies on up to 14 different means of identify-
ing and intercepting spam to clean your inbox while pro-
tecting you against the counter effects of false positives
generated by most other anti-SPAM solutions.

Furthermore, CentraSECURE Smart Relay's SCA
(Sequential Content Analyzer) engine, powered by Vir-
com, is so efficient and accurate that it dramatically re-
duces the need for custom scripting and system moni-
toring, allowing your IT and regular employees more
time to focus on real business issues.

Why Smart Relay?

Increases employee productivity — On average, em-
ployees spend 6.5 minutes per day managing SPAM.

Decreases Network Congestion — SPAM and viruses
slow your Internet connection because of the demand of
your bandwidth being tapped to deliver these unsolicited
messages.

Smart Relay SPAM Filtering

Allows IT staff to work on more strategic issues

Reduces Legal Exposure - Pornographic material ap-
pears in 1 out of every 5 SPAM

Product Specifications

Powered by Modus4 multi-layered anti-SPAM technol-
ogy—=8-layer network-level protection, Customizable at-
tachment blocking, User-level whitelist/blacklist, Content
extraction, Body purification, Custom Sieve scripts, Se-
quential Content Analyzer

Installs in front of ANY email server

. Complete web-based administration console with multi
-level delegation at network, domain and user levels

. Adaptive, real-time updated SCA anti-SPAM engine

. Multi-level, sender address-based whitelist/ blacklist

. Custom Sieve scripts layer for engine behavior cus-
tomization

. 24/7 virus protection and definition updates

. Full support of mailbox aliases

. Trusted Sources feature disables SPAM scanning for
specific SMTP- or Pop3-authenticated senders

. 15 SPAM categories for ultimate control

. Customizable attachment blocking with inner file scan-
ning (fingerprinting)

. Complete network-level security with full RBL support
and robust protection against DoS, scan and diction-
ary attacks

World-class 24/7 Anti-VIRUS Protection—
CentraSECURE Smart Relay's virus protection includes
24/7 auto-updates from Vircom, scanning of inbound and
outbound messages. It also provides administrator-defined
notification messages and options, and the options to
move infected files to quarantine and block attachments
by extension.
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